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Abstract

This study was conducted using a literature review with a systematic review (Dotsika, 2017). The literature related
to Blockchain is examined for a description of the needs (requirement) needed for the poverty data retrieval
service, and the research show that the distribution of KEP help There is an underprivileged community on an area
always identical to the problem on duplicating help and manipulation of family data that does not may have help
data on underprivileged families. To ensure the integrity of the captured data is not duplicated and non-rejection, a
blockchain-based poverty data retrieval plan is one solution. The purpose in this study is to ensure that the data
taken cannot be changed after data retrieval and the database cannot be denied that such data has been provided
because of certain requests. The proposed service eligibility using a blockchain method is a demand for poverty
databases in the form of poor family data and the help data placed in the blockchain network and tested with a hash
value that has been Created from the blockchain.
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INTRODUCTION

The grants provided by the Government of Gorontalo, today are classified in various types of help, with the expectation of
every underprivileged family after getting help can improve the level of his life, so that society is lacking Capable each year can
be suppressed in number. The distribution of aid to the underprivileged community in the local government has used a particular
application to distribute aid for the impoverished community. In principle these types of help are the same and channeled to poor
families can only have a kind of help, fixing and granting help has been using an application that selects the data of poor families
and the provision of Help, but in implementation, there is still found a duplication of help or changes in the help to a family that is
included in the category of acceptance of support. Poverty database every time there is a change in the status of poor families that
are processed annually if the family has been with help is expected to improve the level of his life until it does not include the next
year in the family Poor. Thus, it is important to ensure that data cannot be manipulated retrospectively and users, in this case, can
have data evidence of what they fetch from the database at a specified point in time because of certain requests. Reliable data
retrieval services must meet at least two requirements i.e. integrity and non-rejection (Kleinaki, 2018). Integration means that they
cannot change the quern and the captured data (either accidentally or intentionally), once the retrieval operation is completed.
Non-Repudiation, in this context, means recall the re-search operation in the past, poverty search services could not be legally
denied that the service must have provided the data in response to the requests provided on Given time (Kleinaki, 2018). This is
precisely the need for a blockchain-based poverty data retrieval service that can seal the demands and results of each given party
each time the parties request help to a family with help from the Poverty database, so things related to the duplication of low-
income family data and status are inevitable.

LIBRARY OVERVIEW
1.1. Integrity and Non-rejection

Data integrity and renunciation are right-subject cases. The sample report (Vigil, 2015) is classified and relates different
methods that continue to complete unity, truthfulness, non-renunciation and verification of presence. (lankoulova, 2012) presents
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an extensive and structured assessment of care provisions and explanations in cloud computing. Therefore, some new exciting
survey reports, in full-adjusted information processing fields, distributed in impaired (Derbeko, 2016) and the car ad hoc network
(VANET) (Qu, 2015), check the surveillance and privacy features of this technology.

A method applied to protect data integrity is rearing up data, using checksum techniques or using cryptographic hash
functions (Katz, 1996). The most familiar approaches use cryptographic hash functions that have high data statistics and output
state-check bit arrays. This is a one-moving serve, for example, it is not relevant to measure input from production, and it is
deterministic, i.e., the specialized input always serves the same production, and slight alterations to the inputs require the same
output Varied. Thus, to keep information stability, the cryptographic hash function is devoted to computing message hash values.
Message integrity can be controlled by resolving the basic hash value, which is preserved with hash values joined by the same
cryptographic hash function in the proposed theme.

One of the most popular systems for holding non-disapproval is a digital signature (Katz, 1996), a comparison of reviewing or
guide. The seller types the information or the hash value of the message spread by a great hash function. It implements digital
signals using asymmetric cryptography, which accepts a combination of civilized-private codes. To create clear there is no
elimination, the shipper types the memorandum with the unique systems and the beneficiary controls the exporter’s popular guide
to accept the trademark. They determine it sets the unique key confidential; It is not computed-proper for a third team to solve a
warning message without disqualifying the trademark. The issue that appears is that when someone uses the public sign to certify
the essence of the sense, there is no state to provide certain that the popular key pairs that identification. For this purpose, an
organized third team (it compels a certification authority to hold that a special public key applies to a unique body. They can
receive digital signatures for security against non-discontent.

Although there are many parts of data integrity and non-disapproval, the development of blockchain infrastructure and a good
contract technology frees up other aspects. Existing mechanisms for data integrity and non-elimination can be connected with
blockchain features such as endurance, traceability and yield efficiency, and distribution functions.

1.2. Blockchain Technology

The application of blockchain technology that has been applied to the demand for biomedical data consumers (humans or
similar programs) needs to take accurate and certified data from a biomedical database reference (Mytis-Gkometh, 2018).

Blockchain is a distributed transaction management technology that cannot be broken without a single party that can be
trusted. The first Blockchain was proposed and implemented in Bitcoin (Nakamoto, 2008), a distributed infrastructure where users
can carry out financial transactions with no regulators (e.g. banks). Other blockchain infrastructures are emerging, e.g. Authority
(Buterin, 2014), where everyone can take part in the blockchain generation, and Hyper-ledger Fabric (Cachin, 2016), where only
approved parties can post to the blockchain.

In the blockchain, it broadcasts each new transaction to a distributed network node; After all the nodes agree that the
transaction is valid, it adds the transaction to the block. Each block contains a timestamp and a hash of the previous block and the
transaction data, creating a chain that is unchanged and only additions. Copies of the entire blockchain are managed by each
taking part node.

Some blockchain infrastructures, such as ETHEREUM1, support smart contracts, which are an irreversible computer code
that runs on top of the blockchain. It can invoke the functions in the agreement in blockchain transactions.

Blockchain is a distributed database used to maintain a revolving record list called a block. Each block contains a timestamp
and a link to the previous block. Blockchain is managed by a peer-to-path network to adhere to certain protocols to validate new
blocks. (Cai, 2016), (Notheisen, 2017). This distributed ledger technology can be a framework that enables radical innovation in
many areas. (Beck, 2017) Blockchain is a replicated distributed data structure and is shared among its network members. We
introduced blockchain as a solution for double spending on Bitcoin. Because of how nodes on the Bitcoin network (called the
miner) are validated and agree on the transactions that occur on the top of Bitcoin provides a container for an authoritative ledger
transaction that determines who owns the TR Witnesses.

However, Blockchain can stand on its own with no need to relate to other parts. We can describe blockchain as a log whose
record is in-batch with a block that is given a timestamp. It marks each block with a cryptographic hash. Each block refers to the
previous block hash. This raises links between the blocks, thus creating a chain of blocks. Any Node connected to the list of
blocks connected to the previous block (back-linked) can read and get an overview of the current state of the data being
exchanged on the network. How blockchain works can be got by understanding how the Blockchain network works. This is a set
of nodes (clients) that operate on the same blockchain through copies owned by each node.

A node can serve as an entry point for different users on the Blockchain, but for simplicity, we consider each user transacting
on the Blockchain through their noses. (1) The user interacts with Blockchain through public and private key pair. They use
private keys to sign their transactions, and we can trace their addresses through their public keys available on the network. Using
asymmetrical cryptography carries integrity, authentication, and non-repudiation into the network. It broadcasts each signed
transaction via a user node to a peer-to-no-jump. (2) A neighboring peer ensures that this transaction is valid before relay further.
We will ignore invalid transactions. It distributes transactions across the network. (3) Transactions that have been collected and
validated by the network using the above process within the agreed time range are sorted and packaged on a timestamp candidate
that is given a timestamp. This process is called mining. Nome mining will redistribute this block into the network. (4) Other
nodes will verify that the suggested block (a) contains valid transactions, and (b) refer to the previous block hash of the chain. In
such cases, the block will be added to the chain. Otherwise, the block will be ignored. This marks the end of a cycle.

The way Blockchain works are seen in Figure 1. This process lasts. Blockchain is a set of contrasting authors who share
databases without a trusted intermediary. To prevent the occurrence of chaos in this distributed environment, and to achieve a
global consensus, every Network blockchain needs To carry out a set of rules that each database transaction must adhere to. |
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program this rule in each Blockchain client, which will then use the rules to check if a transaction is valid or not and, whether they
will forward the transaction to the network or not.

Thus, Blockchain has a decentralized (1) feature; blockchain uses a distributed network model with the algorithm consensus
to support data consistency in its network. (2) Persistent. It is almost impossible to cut or rollback transactions that have occurred
in the Blockchain network. We can find blocks that contain invalid transactions at once. (3) Anonymous. Each user can interact
in the Blockchain with the generated address, which does not reveal the user’s real identity. This is a characteristic of Blockchain,
although the anonymity of users cannot always be safeguarded because of its intrinsic limitations. (4) Can be audited, transactions
within Blockchain can be verified and tracked. Bitcoin, for example, the use of Blockchain, stores user data on model Unspent
Transaction Output (UTXO). Each transaction must refer to the previous operation that has not been used. We may divide
blockchain into (a). Public, (Ib). Private and (s). Consortium (Zheng, 2017).

Blockchain is one of the most disruptive technologies (Tapscott, 2016). Blockchain is a revolutionary technology in the 21st

century. According to Swan, the blockchain has the potential to revamp a variety of social, economic, political, governmental and
cultural life.
We should think about the Blockchain as another class of a thing like the Internet — a comprehensive information technology
with tiered technical levels and multiple classes of applications for any form of asset registry, inventory, and exchange, including
every area of finance, economics, and money; Hard Assets (physical property, homes, cars); and intangible assets (votes, ideas,
reputation, intention, health data, information, etc.). But the Blockchain concept is even more; It is a new organizing paradigm for
the discovery, valuation, and transfer of all quanta (discrete units) of anything, and potential for the coordination of all human
activity at a much larger scale than has been possible before®. (Swan, 2015).

The existence of Blockchain technology has a long history and is associated with the group that called itself Cypherpunk.
This group requires privacy in economic transactions and social connections in the open society and all electronics. When several
parties make a transaction, they must ensure that each party only knows the content of the transaction. They must ensure the
identity of the transaction party as small as possible revealed to the other party or the public.

“Privacy is necessary for an open society in the electronic age. Privacy is not secrecy. A private matter is something one
doesn’t want the entire world to know, but a secret matter is something one doesn’t want anybody to know. Privacy is the power
to reveal oneself to the world selectively .

The emergence of its first blockchain is bitcoin to coincide with the global financial industry crisis in 2008, which causes the
community to become unbelievers (distrust) of banking institutions. A person or group of people who named him Satoshi
Nakamoto then published a paper titled “Bitcoin: A Peer-to-Peer Electronic Cash System” (Nakamoto, 2008). The paper provides
a brief description of the protocol for transferring direct (peer-to-peer) electronic currencies using a cryptocurrency called Bitcoin.

At the beginning of its appearance, blockchain technology is defined with Bitcoin and Distributed Ledger Technology (DLT)
which is the parent book (Ledger) that serves to record the various transactions that occur within the blockchain network. DLT
itself is public, transparent and immutable, so they can audit it. But in subsequent developments, blockchain not only recorded
transactions but began to enter the realm of economic, business, legal, political, humanitarian and scientific social. In the
economic sphere, the most important innovations that Blockchain has to provide are payment transactions and decentralized
exchanges, selling tokens, digital assets, and smart contracts. This innovation has not been in the era of network computer
technology (web) before.

Other privileges of the blockchain are coordinating, recording, and transaction that has been done cannot be changed or
canceled (tamper-proof). With the uniqueness of the architecture, blockchain can be a place to store various records of both
individuals, organizations and communities in the form of documents, identities and digital assets. Besides being noted, ownership
of the asset or property can be changed to the smart property by encrypting and providing a unique (digital signature) marker so
that the asset can be tracked, controlled or exchanged within Blockchain. All assets that are tangible, such as a home or vehicle
and various other assets that are intangible, can be registered and transacted in the blockchain. One of the digital assets that can be
registered e.g. intellectual property rights (HAKI) such as patents and others.

Another major innovation of blockchain technology is the proving mechanism of a transaction that does not trust its users
(trustless). They are quite entrusting to the bookkeeping system (ledger) which is public and interconnected through nodes that are
decentralized and managed by miners (miners) acting as accountants. The miners have two functions as volunteers and
accountants to help record transactions in the blockchain. The miner dedicates its computing resources to secure and process
various transactions within the blockchain network. They compete against each other to verify the deal and then put it into a block
that is arranged in chronological order. It connects the new block to the earlier block being secured using the “hash” act as a
digital marker to make sure the authenticity of the transaction data. Every miner that enters a new block into the blockchain
network will get a reward in the form of the digital coin (bitcoin), which can then a means of payment to buy goods and services
or be stored as digital assets—Like Precious Metals (gold). The decentralized bookkeeping (database) is the antithesis of a
centralized database that has been used. Although the centralized database has solved the double-spending issue, they must
register all users on the central server to be operationalist. Thus, through a centralized database, it can be known to all users’
identities along with their financial track record. Centralized databases are also an easy target to be hacked both inside and out
because they have a central point of attack and failure. If a hacker can master the centralized database, then he or she can change
the ownership of each available fund, steal from his or her legitimate owner or create a new token and then transfer the funds on
his behalf.

By applying the blockchain, it can create verification of marketing without holding third-party help as negotiators. We can
carry out selling between purchasers without taking to entrust database updates and ledger transactions to third parties. The Trust |
attach it to the algorithm code that will prepare the operation when both parties have admitted. The Economist calls this
technology a “trust machine.”
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Blockchain itself continues to experience very much development. If on the blockchain 1.0 still related to Bitcoin as a digital
currency and deposit instrument, the Blockchain 2.0 act has been expanding that can transfer assets and smart contracts and smart
property. Blockchain 2.0 can register various assets both tangible and intangible. Tangible assets are assets in the much form,
which are then coded into digital assets such as homeownership, hotel room rental, vehicle rental, ownership, or shared access to
vehicles. The resources of the ethereal such as licenses, trademarks, copyrights and domain names on the Internet can also be
registered and transferred through the blockchain. Here are a few classes and examples of the 2.0 Blockchain treatment
development.

User
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Fig 1: Poverty Data Retrieval Service Architecture
RESEARCH METHOD

They conducted a study using a literature review with a methodical examination (Dotsika, 2017). The literature related to the
Blockchain is systematically examined for the need for an overview of the needs (requirement) required in the Poverty data
retrieval service, particularly in relation to software, firmware and His taunted. Other literature related to Blockchain is also
systematically examined to get an overview of the power of the Blockchain. After that, it conducts studies to recognize
mechanisms that allow the mechanism to use Blockchain. In addition, there is also a search for use cases that can be used by using
these mechanisms. Use-case is not restricted to a specific industrial realm but various industrial spheres. After the analysis with
the model and use-case utilization of the Blockchain is made, it also analyzed the things that may inhibit its implementation.
Ultimately, the results and the discussion will contain the model and use-case utilization.

RESULT AND ANALYSIS

Proceeds achieved from practice blockchain machinery in the handout of aid it makes to the resident regime in two schemes
data calls (inquiring) and the legality evaluation of aid distribution messages as explained in Symbol 2 data Data applications and
illustration 3 analyze conclusions.

Family data query and
type of assistance

\ 4
Block Checking

Query ever
existed

New data query

A 4
Add Block

Showing results <

Fig 2: Data Request Algorithm
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Figure 2 shows a workflow service request to specify a family of type help to use blockchain technology, where the plot starts
from the demand in the client application (node), the query results in the form of queries Poor family data and the help that has
already been assisted. Further checking query results. The data request, if the query never existed, then it will form a new data
block which is further added to the blockchain. It displays results either from the old block or from a new block to the user.

To find out if the harsh result of this query corresponds to the previous user request, then it is done by hash checking as
shown in Figure 3 hash proof algorithm. Principle of hash proof with four circumstances:
A. Invalid or unproven hash
B. Invalid Hash with the existing condition of new results in the blockchain
C. Invalid Hash with no original result condition from the transaction database
D. Hash is valid with the status of no new result of the blockchain, but there is already a new result of the transaction database.

Not
| Unproven
Hash | E— Checking to block — > in the Bleck " Hash

l Thers s

Check blecks f thers are ‘

recent reaults

,

h&rg in the

block
l Not

Check fornew ‘

Thers ie

Invalid but new |
[ E—

reaults

traneaction data

Thers ams Tidak_ | Hagh valkid
new data !

Add block ok

Fig. 3: Hash Proof algorithm

The Family data request interface and the help for cases (a) that have already received, (b) that have never received (data is in
the blockchain) and (c) have never received help (Data is not in the blockchain, so it is requested from the database, Plus a new
blockchain). As shown in the following figure: 4:

block ih ini

K":"Genesis"."response":"-"."hash":"-"}
'K0002"."response”:"Sudah pernah menerima
005525£c09a115c9a9673e055b2e0755¢652a249" }
'K0008"."response”: "Belum Pernah Menerima
549b8£900d90abbd0611£61c0a8ddbd18dcfasa2"}
'’K0004"."response":"Sudah pernah menerima
:"fc89eda39261a6dd5327£730ad49c282ce635f4e"}

"Genests"."response”:"-"."hash":"-"}
"K0002","response™:"Sudah pernah menerima
'005525fc09a115c9a9673e055b2e0755¢652a249"}
"K0008"."response”:"Belum Pernah Menerima
9b8f200d90abbd0611f61c0a8ddbd18dcfasa2"}
004"."response”:"Sudah pernah menerima
bantuan”."hash":"fc89eda39261a6dd5327f730a49¢282ce6351f4e"}

Query KKK = K0004 Query Query KKK = K0008 _Query.
Result:Sudah pernah menerima bantuan, Result:Belum Pernah Menerima Bantuan,
hash: fc89eda39261a6dd5327f730a49c282ce635ffde hash:549b8f90@d9@abbd@611f61c@a8ddbd18dcfa5a2
a) Result b) Result

block sejauh ini

05525fc09a115¢929673¢055b2¢0755¢652a249"}
£0008"."response":"Belum Pernah Menerima
49b8£900d90abbd0611£61c0a8ddbd18dcfa5a2" }
£0004"."response":"Sudah pernah menerima
":"fe89eda39261a6dd5327f730a49¢282ce6351f4e"}
{0012","response”:"Belum Pernah Menerima
Bantuan","hash":"2cb8ec6f436¢9¢9793b08d0941b894026f06ad5c"}

Query KKK = K0012 Query
kkk:K0012, Result:Belum Pernah Menerima Bantuan,
hash:2cbBec6f436e9¢9793b08d0941b894026f06ad5¢

C) Result

Fig 4: The interface queries data requests from Blockchain
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The result of the query by entering the code Family in the blockchain for the case (a) that has not and (b) that has received
help in the blockchain got the query results in the form of family data with the status of receiving and yet received and the hash of
which is Result of the Herblock in the blockchains. For cases (c) that have never received help (not in the blockchains) then, it
sends the query to the database and includes in the new blockchain. Intermediate testing (validation) of the data hash of the
recipient and the help type for a case (a) invalid hash, (s) a valid hash, with the condition, already present a new result on the
blockchain, (c) correct hash, with the condition no new result of DB, (d) valid hash, with the state There is no new result of the
blockchain but there is already a new result of DB.

block sejauh ini

block sejauh ini

{"no":"0"."kkk":"Genesis". "response™:"-"."hash":"-"}
{"no":"1"."kkk":"K0002","response™:"Sudah pernah menerima
bantuan","hash":"005525{c09a115¢9a96732055b220755¢652a249"}
kkk":"K0008","response™:"Belum Pernah Menerima
hash":"549b8900d90abbd0611161c0a8ddbd18deta5a2"}
" "kkk":"K.0004", "response™: " Sudah pernah menerima
bantuan”,"hash":"fe89eda39261a6dd5327{730a49c282ce63 51 4e"}
{"no":"4"."kkk":"K0012","response”:"Belum Pernah Menerima
Bantuan","hash":"2¢b8ec6{436e9¢9793b08d0941b894026106ad5c"}

Proof = inihashtidakvalid Validate

k":"Genesis", "response":"-","hash":"-"}
dk":"K0002","response”:"Sudah pernah menerima
"005525fc09a115¢0a9673e055b2e0755¢652a249" }
d":"K0008","response”:"Belum Pernah Menerima
":"540b81000d90abbd0611161c0a8ddbdl 8defasa2"}
kk":"K0004","response”:"Sudah pernah menerima
sh":"fc89eda39261a6dd5327£730a49¢282ce63 54"}
":"K0012","response”: "Belum Pernah Menerima
Bantuan","hash":"2cb8ec6f436e9c9793b08d0941b894026f06ad5c" }
{"no":"5","kkk":"K0008", "response": "Sudah Pernah Menerima
Bantuan","hash":"e354551e7745ec952¢24173fa5c¢d23d5d6ecas5bd0"}

Proof = 549h8f300d90abbd0611f61c0a8ddbd18dcfaba2 Validate
Hash tidak valid Valid tapi sudah ada result baru di blockchain,
no:5, hash:e354551e7745ec952c24173fa5cd23d5d6caSbdd
a) Result # b) Result 4
block sejauh ini block sejauh in1
"no":"0","kkk":"Genesis","response":"-"."hash":"-"} {"n0":"0","kkk":"Genesis"."response":"-", "hash":"-"} ‘
{"no":"1"."klk":"K0002", "response":"Sudah pernah menerima "n0":"1","kkk":"K0002", "response”:"Sudah pernah menerima
- — - —2 240"
bantuan”,"hash":"005325fc09al15¢9a9673e055b2e0755¢652a249" } bantuar lﬂ“-”%%-‘leéilfgﬂé’ﬂllﬁﬂafg»feOisble?f ;{-‘cﬁ-‘falw }
{"no":"2"."kkk":"K0008", "response”: "Belum Pernah Menerima nos ; : [esponse s Beum Feman A ienerima
- - o Bantu "hash":"549b8200d90abbd0611{61c0a8ddbd18defasal"
Bantuan","hash":"549b8f900d90abbd0611161c0a8ddbd18defasa2"} B 1‘-"KOOO4" .“[ N { crasce [‘ asal'}
[T S K I "o g P : ."response”:"Sudah pernah menerima
no":"3","kkk":"K0004","response":"Sudah pernah menerima " "fe89eda39261a6dd5327£730a49c282ce635 4"}
bantuan","hash":"fc89eda39261a6dd5327{730a49c282ce63 584"} " "K0012", "response”: " Belum Pernah Menerima
{"no":"4","kkk":"K0012", "response”: "Belum Pernah Menerima ":"2cb8ec6f4360¢0793b08d0941b894026f06ad5e"}
Bantuan"."hash":"2cb8ec6£43629¢9793b08d0941b894026106ad5c" } <k":"K0008", "response”:"Sudah Pernah Menerima
{"no":"5","klk":"K0008", "response":"Sudah Pernah Menerima ":"e354551e7745ec052c241 T3 faScd23d5d6easbd0" }
Bantuan","hash":"e354551e7745ec052c24173faScd23d5d6casbd0"} {'no™:"6"."kkk":"K0012"."response”:"Sudah Pernah Menerima
Bantuan',"hash":"70d2bbe04d734694252{c004¢a3633 7af6al 4aad" }
Proof =|005525fc09a116c02967320550260756c652a249 VAL Proof = [2cbBec6f436e9c0793008d0041b894026f06ad5c Validate
Valid dan tidak ada result baru dari db, status Valid dan ada result baru dari database, sehingga
tetap sudah pernah menerima bantuan ditambahkan pada BlockChain
C) Result 4 d) Result “

Fig. 5: Hash Testing interface

3. The result of the harsh test by entering a hash value in the blockchain, two possibilities are valid and invalid. For case (a)
the hash value is tested if it does not match, then the result is an invalid or unsuitable hash value. For case (b) it tests the hash
value if the result is a valid hash value with a condition already present the latest result on the blockchain. For case (c) The hash
value is tested then the result is a valid hash value, with the condition no new result from DB, and for the case (d) The hash value
is tested then the result is a valid hash value, with the condition no new result in the blockchain but already exists New result of
DB.

CONCLUSION

Data retrieval services Blockchains Based on blockchain This article is one solution developed for the retrieval of poverty
data in local governments hoping to minimize the manipulation of the help of data distribution in families Poor. The services
developed in data retrieval using Blockchain method, where the process is done in the poverty database to request family data and
type of help with checking on the blockchain for the status has received support and yet Receive help. For the existing data
conditions in the blockchain, there are two statues that have received help and have received no help. As for data that does not
exist in the blockchain, then it is requested in the database and added in the new blockchain. To test a hash value, there are two
possibilities of the invalid or inappropriate hash value and a valid hash value. For valid conditions, there are three conditions i.e. a
valid hash value with a condition of existing new result on the blockchain, with the condition of no new result of the database, and
with the status of no new result of the blockchain but there is already a new result of the database. Data retrieval using the
Blockchain method can solve the prevention of recipient data manipulation for aid distribution cases in a local government.
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